MYHMUIIUIIAJIBHOE BIO/DKETHOE JOIIKOJIbHOE OFPA3OBATEJIBHOE VUPEXIEHUE
«LIEHTP PA3BUTHA PEBEHKA — IETCKII CAJT Ne 31 « KPEIIBIILI»

«KPEIIBIII» KATAOC COBMOJIAH IIOPHH — YEJLATBOC 31 Ne - a BUJI3AHIH»
IIKOJIAO/13 BEJIOJAH MYHUITMIIAJTIEHOM CbOMKY /I VUPEX]IEHUE

4

IIPUKAS
TIMOKTOX

r. UuarTa

05 nmexabpst 2017 r. Ne 132

O DpHHATHHA TOMOJHATEILHBIX MEP
M0 YCHJICHHUIO 3amMuThI HHGOopManuu
B rocyaapcrBeHHoii mHpopmanuonHoi cucreme Pecrrydauxn Komu
«JIeKTPOHHOE 00pa3oBaHMe)

Bo ucnonaenne npukaza Otaena obpasopanus agmuaucTpanuu MOI'O «HaTan

Ne 318 or 30.11.2017 r. «O UpHUHATHH JONOJTHUTEIHHBIX MEp IO YCHICHHMIO 3alUTHI
uHGOpMaM B  TroCyHapcTBeHHON wWHopmamuoHHOM cucreme Pecmybmuku Komu
«DnekTpoHHOE 00Opa3oBaHMe)», HMHCbMa MuUHHCTEpCTBa 00pa3oBaHUs, HAYKH H MOIIOJEKHOH
nomutakd  Pecmy6muku Komu ot 20.11.2017 Ne 12-14/1258 «O mpuHSATHM JONOIHHUTEIBHBIX
Mep [0 YCHJICHHIO 3aIOUTHl WHGOpPMAalHMH B TOCYAapCTBEHHOM HH(MOPMAIMOHHON CHCTEME
Pecniyormkn Komu «DnexkTpoHHOEe 00pa3oBaHHME», B CBS3H C YJaCTHBINHUMHCS CIIydasMH
HECAaHKIIMOHHPOBAHHOTO IIOJyYeHHs JOCTyla K Y9YeTHBIM JaHHBIM moib3oBareneit ['HIC
«DneKTpoHHOE O00Opa3oBaHWe», B TOM YHCIE, IyTeM II0J0Opa mapoiell Y4eTHBIX 3alucei
COTPYIHHUKOB 00pa3oBaTeIbHBIX OpraHU3anyii, co31anrue QUIMMHTOBBIX CaiTOB, HMUTHPYIOIIHX
CTpaHHITy aBTOPHU3ALUN B CHCTEME, M OPraHU3alMIO 3JIOYMBIIUIEHHUKAMYU LIENEBBIX PAaCCHIIOK
II0 a/ipecaM 3JIEKTPOHHOH! IOYTHI 00pa30BaTeIbHBIX OpraHu3allui

IMPUKA3BIBAIO:

1. VYrBepmuts MHCTpyKIHIO HOIB30BaTelns 1o pabore B 'MIC «OnekTpoHHOE 06pa3oBaHKE) C
MIEPCOHAIBHEIMY JJAHHBIMHE JJISI OTBETCTBEHHBIX JOJDKHOCTHBIX JIMII, HMEIOIMUX JOCTYI K
roCyIapCTBeHHOM HH()OPMAITMOHHOM cucTeMe «DIeKTpoHHOE obpazoBanue» B MBJIOY
«IPP - merckmii cag Ne31 «KpembIim» cortacHO MPUIOKEHHIO 1 K HaCTOAIEMY IIPUKa3y.

2. OGecmeunTs MEPCOHATBHOE 03HAKOMIICHHE OTBETCTBEHHBIX NODKHOCTHEIX i MBJIOY
«OPP - gperckmit cam Ne3l «Kpembmm», HMEOMUX OOCTYI K IOCYJapCTBEHHOH
HH(GOPMALIMOHHOM cucTeMe «DIEKTPOHHOE OOpa30BaHHE», COITACHO IPHIOKEHHIO 2 K
HACTOSIIEMY IIPHKA3Yy.

3. KoHTpois HCIONHEHHs JAaHHOTO IpHKa3a BO3JIOXHTH Ha crapmero Bocmurarens MBJIOY

«IPP - merckmii cax Ne3 1 «ernvr;nﬁ»“ﬂeMnHy JL. B.

H. o. 3aBemyromero

«MBIOY «IPP — z[eTCKmI ca,n No 31 «ernmm» JI. B. lemuna

......



- TIpunoxenue 1

/0, LY o VY TBEPKIECHO
IpHKa3oM H. 0. 3aBefyromero MbJIOY
«IIPP = merckuii ¢ 9 31 «Kpensium»
SRR Mf/}ﬁﬂ B. lemuHoit
o m . Zlo1.05.12:2017r. Ne 132

HHCTPYKIIUA
MOJIb30BaTeJIs 10 padore
B I'NC «JaexTponHoe 00pa3zoBaHMe» ¢ NEPCOHATbHLIMHA TAHHBIMH

1. O6mmue MOJI0KEHHSA

1.1. Hacrosmas VHcTpyknms ompezelnser obmme mpaBuia paboTsl coTpyaaukoB MBIIOY
«IIPP — merckmii can Ne 31 «Kpenbimy (nanee — [Yapemxaenune]) ¢ mepcoHaIbHBIMA JaHHBIMH.

1.2. TlepcoHambHEIE JaHHBIE B DJIEKTPOHHOM BHAe 0OpabarThiBaeTcs B MH(OPMAIMOHHBIX
CHCTEeMax MepCOHANBLHEIX JaHHBIX. Takxke yCTaHABIMBAETCS O0COOBIH HMOPANOK 00pabOTKH ¥ XpaHEHHU
IIEPCOHABHEBIX TAHHBIX, COAEPKAIUXCSA Ha OyMaXHBIX HOCUTEIISX.

1.3. TIloms3oBarenem sBisercs Kaxasmi corpymuuk MBIOY «IIPP — nmerckmit cag Ne 31
«KpensIm», y4acTBYIOIIMA B paMKax CBOMX (YHKIMOHAIBHEIX OOA3aHHOCTEHW B mporeccax Kak
aBTOMATH3MPOBaHHOM 06paboTKy, Tak M 00paboTKM 6e3 MCIONb30BaHMSA CPEICTB aBTOMATH3AIMH
IIEPCOHANBHBIX [AaHHBIX, @ TaloKe MMEIOIMH JOCTyln K amlapaTHbIM CPEACTBaM, HIPOrpaMMHOMY
00ecIeYeH 0, HOCHTEIIM HHGOPMALlUK U CPEICTBAM 3aIllUTHL

1.4. Tloms3oBarens B cBOel paboTe pykoBoAcTByeTcs Hacrosmer VHcTpyknumei, IIpasunamu
06paboTKH MIEPCOHANBHBIX JIAHHEIX, PYKOBOISIIIAME ¥ HopMaTHBHEIME JokymeHTamMu O®CTIOK Poccnn
u ®CB Poccum m npyrumum pokymentamda MBIIOV «IIPP — nerckmit cam Ne 31 «Kpemsmy,
periaMeHTHPYIOIMUME 00paboTKy IEPCOHANBHEIX JaHHBIX.

1.5. Meromudeckoe pyKOBOACTBO 110 paboTe Ilonp30BaTeNs OCYIMECTBIIET OTBETCTBCHHBIN 32
Opranu3aiuo 00paboTKA MePCOHATBHBIX JaHHBIX.

2. TepmuHBI U oNpeneIeHHs

2.1. IlepcoHanbHBIE JaHHBIE — JI00as MHGOPMAIKs, OTHOCAINAACS K MPSMO KA KOCBEHHO
oIIpeieIeHHOMY HIIH OIpeessieMoMy Gu3rdecKoMy JHIY (CyOBEKTy HEPCOHANBHBIX JIAHHBIX).

2.2. O6paboTKa MepCcOHAIBHBIX JaHHBIX — JI000e JelicTBHUE (OIeparys) WiId COBOKYIHOCTH
mefictuii  (omepammii), COBEpIIAEMBIX C WCIOJNB30BAaHMEM CPEACTB aBTOMAaTHM3alud Wik  0e3
HCIIONB30BAaHUS TaKUX CPECTB C IEPCOHATLHBIMHA JaHHBIMH, BKIIO9as cO0p, 3allMCh, CHCTEMaTH3aIHUIo,
HaKOIUIEHVE, XpaHEHHe, yTouHeHne (0OHOBIEHHE, H3MEHEHNE), H3BIICYECHUE, HCIIOIb30BaHue, Iepefady
(pacmpocTpaHeHHe, IpPEAOCTABIEHHE, IOCTYI), obe3nmduBaHWe, ONOKMpOBaHWE, YyHaJCHHE,
VHHYTOXXCHHE IEPCOHATBHBIX JaHHBIX.

2.3.  AsroMarmsupoBaHHas 00pabOTKa IIEPCOHANBHEIX JaHHBIX — 00paboTKa MepCOHAIbHBIX
JIAHHEIX C MIOMOIIBIO CPEICTB BEIYUCIUTEIHHON TEXHUKH.

2.4. PacmpocTpaHeHHe NEepCOHAIBHBIX NAaHHBIX — JCHCTBHs, HANPaBICHHBICE Ha PACKPBITHE
MIEPCOHANBHEIX IaHHBIX HEOIPEAEICHHOMY KPYTy JIHIL.

2.5. IlpenmocrapieHue NEPCOHAIBHBIX NAHHBIX — JICWCTBHS, HAIPABICHHBIC HA PAaCKPHITHE
HEPCOHABHBIX JaHHEIX OIPEIEICHHOMY JIMIly MK OIPENeICHHOMY KpYTy JIHIL.

2.6. WapopmanuonHas cucreMa mepcoHaNbHEIX HaHHBX (MCIIH) — COBOKYIHOCTBH
comepxammxcs B 6a3ax JJaHHBIX IIEPCOHANBHBIX [JaHHBIX M ObecIeddBarommX HX 0OpaboTKy
HH()OPMAITMOHHBIX TEXHOJIOTHH B TEXHUYECKHX CPEICTB.

2.7. ABromarm3mpoBaHHOe pabouyee MecTo (APM) — mporpaMMHO-TEXHHYECKHUH KOMILIEKC,
mocpecTBOM KoToporo ITonb30BaTeNb BEIIONHSAET CBOHM IODKHOCTHBIE 00S3aHHOCTH (IEPCOHATBHBIA
KOMITBIOTED, HOYTOYK, TEpMUHAT U T.IIL.).

2.8.  Hecamxnuonupopanusii moctyn (HCJ) — nocrym k HHGOpPMAIWH, HApyIIArOLIAH
IpaBUlla pasTpaHHYEHHs JOCTyla C HCIOJNB30BAHMEM INTATHBIX CPENCTB, IPEAOCTABIIEMBIX
CpelICTBaMH BBIYHCIIUTEIFHON TEXHUKH HIIM aBTOMAaTH3HPOBAHHBIMH CHCTEMaMH.

2.9. TIlocTOpoHHHE JHIla — JIAIA, KOTOphle HE MMEIOT IIpaBa CaMOCTOATEIBHOrO JIOCTyIa B
HoMemenrde ¥ (WIM) He HMMEIOT Ipasa camocrostenabHoro nocryma B MCII[IH u (Wiv) HE HMEIOT



JIOIyCKa K MMePCOHATHHBIM JaHHBIM.

2.10. Cpenctso 3amuTs! MHGOpPMAI¥HK 0T HecaHKIMOoHIpoBaHHOro AocTyma (C3U or HC/) —
IpPOrpaMMHOE, TEXHHYECKOE WIH IPOrPaMMHO-TEXHHYECKOE CPEICTBO, HANpPAaBICHHOE HA
TIpeIOTBpAIEHHE MM CYLIECTBEHHOE 3aTPyJHEHIE HECAHKITHOHUPOBAHHOTO JIOCTYa K HH(OPMAIH.

3. O0sS3aHHOCTH II0Jb30BATEA

3.1. He pasriamars nepcoHaIbHEIE JaHHbIE, KOTOPBIE OyIyT JOBEPEHBI HIIHM CTAHYT H3BECTHBI
B X07ie paboyero Iporecca BO BpeMs BBIIIOTHEHUS JODKHOCTHEIX (IOTOBOPHEIX) 00SA3aHHOCTEH.

3.2.  He coobmars yCTHO WK IIHCEMEHHO, HE IIepeaBaTh B KaKOM-JIH00 BUJIE TPETHHM JIMIAM
W He pacKpelBaTh IyOJIMYHO IIEPCOHANBHBIE JaHHbIE 0€3 COOTBETCTBYIOLIETO paspelICHHs
PYKOBOIMTEIS.

3.3. 3Hark W BBIIOJHATH TpeOOBaHHS 3aKOHOAATENBHBIX akToB Poccumiickoit Denepanuy,
Hacrosmied WHCTPYKIIMM © JpYyruX BHYTPEHHHX JOKYMEHTOB, PETIAMEHTHPYIOIIUX IIOPSIOK
00paboTKK MEePCOHANBHBIX JAHHBIX.

3.4. Bromomuate Ha APM Tombpko Te Ipoueaypsl 06paGOTKHM IEPCOHANBHBIX ITaHHBIX,
KOTOPEIE ONpeAeNIeHbl JODKHOCTHOM HHCTPYKITUEH.

3.5. 3HaTh M cOOIIOAATH YCTAaHOBICHHBIE TPeOOBaHUS 0OpabOTKM IEPCOHANBHBIX NAaHHBIX,
y4ery, XpaHEHHIO ¥ TIepechUIKe HocuTenel nHdopMaruy, 00ecedeHII0 O€30IIaCHOCTH IEPCOHATBHBIX
JAHHBIX.

3.6. Hcnmomb3oBaTh Ui XpaHEHHS NEPCOHAIBHBIX JAHHBIX TOJIBKO OIPENEICHHBIC MeCTa
XpaHEHWs W YITEHHBIE HOCUTENIN IEPCOHAIBHBIX JaHHBIX.

3.7. HesamemawurensHO, B KpaTdyaifllie CPOKH, COOOIATh PyKOBOAMTEMIO 00 yTpare WM
HeIoCTa4e HOoCHTeNlel HH(OpMAIiy, YI0CTOBEPEHHH:, IIPOILYCKOB, KIIIOUEH OT IMOMEIIEHHH, XPaHUITHIIL,
ceiihoB 1 0 Apyrux (axrax, KOTOphIe MOTYT IPUBECTH K PasIIAlEHUIO IIEPCOHATBHBIX TaHHBIX.

3.8. Ilpu mpekpamenur paboT (TPYHOBHIX OTHOILIEHHWH) BCE MaTE€pHAlIbHBIE HOCHTEIIH,
cofiepXaIiye IepcoOHaNbHbIe NaHHBIE ((Iem-HaKONUTENI!, JUCKETE], ONTHIECKHE TUCKH, HOKYMEHTEI,
YEPHOBMKHY, PaClIEYaTKy Ha IPUHTEPax, KUHO- U (HOTOMATEpHAIb, MOJIENH, IIPOMBIILIEHHEIE 00pa3sIEl 1
mp.), Iepeaarh pyKOBOAHUTEIIO.

3.9. Cobmoaars TpeOOBaHUS TAPOIHHOM MONMUTHKH (paszen 4).

3.10. Cobmonars TpebOBaHM aHTHBUPYCHOM 3aIIUTHI (pasze 5).

3.11. Tlonp3oBarens, IMeromue BEIXo/ B HTEepHET, 00513aHBI COOMIONATh IIpaBmiIa Ipy paboTe
B CETIX CBS3M OOIIEro IIONB30BAHUA M (WIIH) CETAX MEXIYHapOJHOro HH(OPMaNHOHHOro oOMeEHa
(pa3gen 6).

3.12. Ilomp3oBaTtenu, paboTaromue C SIEKTPOHHOM MOANKMCBEIO HIM  HCIOJB3YIOIHe
mudpopanue, 06g3aHb cobmonars MHCTPYKIMIO I0 0OPAIEHHIO CO CPEICTBAMU KPUITOrpaguecKkoi
3aIMTHI HHHOpMAaITHH.

3.13. DkpaH MOHHMTOpa B IIOMENIEHHH pacloiaraTb BO BpeMs pabOTHI TakK, YTOOBI
HCKITIOYallach BO3MOXKHOCTh HECAHKIMOHMPOBAHHOIO O3HAKOMIIEHHS C OTOOpakaeMOM Ha HHX
na(OpManuell MOCTOPOHHMMY JIMIAMM, INTOPHl Ha OKOHHBIX IIPOEMaX JOJDKHEI OBITH 3aBelIaHEI
(>Karo3M 3aKpHITHL). X

3.14. 060 Bcex BBIIBIECHHEIX HAPYIIEHUIX, CBI3AHHBIX C MTOPSIIKOM 00pabOTKH IEPCOHAIBHBIX
NMAHHBIX, a TaKKe I MONydeHWH KOHCYJIbTalldi Mo BoIpocaM 0OpabOTKH IEPCOHAIBHBIX TaHHBIX,
HeoOX0MMO 00paIlaThCs K OTBETCTBEHHOMY 32 OPTraHH3alluio 00paboTKH MEPCOHAIBHBIX TAHHbIX.

IMoan30BaTe 1M 3anpemaeTcs:

3.14.1. Hapymars ycranosienusile B MBIIOY «IIPP — merckmit cam Ne 31 «Kpenbmm»
HHCTPYKIHHU IO paboTe ¢ MEPCOHANBHBIX JaHHBIX.

3.14.2. Vcnonp30BaTh KOMIIOHEHTHI IIPOrPAMMHOTO W ammaparHoro obecmedenus MBJIOY
«LIPP — merckuii camg Ne 31 «Kpenbim» B HECTyK€OHBIX IETIAX.

3.14.3. OctaBiaTh cBoe pabodee MeCTO 0e3 IPHUCMOTPA, IPEIBApUTENLHO HE 3a0JIOKHPOBaB
(ITaTHEIME CPEeJCTBAME OIepanuoHnol cucreMsl Windows — koMm6unarmeit knasum [WIN] + [L] WA
[CTRL] + [ALT] + [DEL] ¢ nanpHeHmuM HakaTWeM KHOIKH «bBIIOKMpOBKa» IOSBHBINETOCS MEHIO,
u6O IPH ITOMOINY IITATHEIX CPECTB 3aIUTHI HH(GOpPMAIKMH OT HECAHKIIMOHMPOBAHHOTO JOCTYNA IIPH
WX HAJTU9IHHN).

3.14.4. OctaBnaTh 6e3 IPUCMOTpa WM HeyOpaHHBIME B XpaHWmmma (mKad, celi) HOCHTEIH



HITA JIOKYMEHTHI, COJIEpKaIllie IIepCOHAIBHEIE JaHHEIE.

3.14.5. 3anMchIBATh ¥ XPaHUTH IIEPCOHATBHBIE JaHHbIC Ha HEYYTCHHBIX HOCHTEIIX HH(OpMAaIuy
(OITHYECKHX JUCKAX, THOKMX MarHATHBIX JUCKaX, (IIeI-HaKOMUTEISX U T.IL.).

3.14.6. CaMOBOJIBHO HM3MEHATH COCTaB M KOHPUIYpallMIO HMCIOIB3YEMBIX IIPOrPAMMHEIX,
anmaparHeX, IPOrpaMMHO-alIapaTHBIX CPEICTB, CaMOBOJBHO  YCTaHABIMBATh  IIPOrPaMMHOE
obecIeuenne, OTKIF0YATh/IOIKII0YaTh 000PYI0BaHHE WM H3MEHSITh PEXUMBI €0 pabOTEL

3.14.7. CamoBomsHOo mnogxmodare APM wmma mpyrue cpeactBa k JIBC I'AY PK «IIUT»,
usMmensTh [P-anpec, MAC-anpec u uHble HacTpoiiku cetd APM.

3.14.8. IIpou3BoANTE EHCTBUS, HAalpaBICHHEIE Ha TOIYYEHNE HECAHKIIMOHUPOBAHHOI'O TOCTYIIA
K APM u cepBepam, paBHO Kak u 00smM apyruM y3naMm JIBC MBJIOY «IIPP — pmetckuii camg Ne 31
«Kpensm» umu MHTEpHET, B TOM 9HCIE:

- JeWCTBHUS, HAIpaBICHHEIE Ha HapyIIeHHe HOPMAIBHOTO (QYHKITHOHHPOBAHUS 3JIEMEHTOB
ceTH (KOMITBIOTEPOB, JPYTOr0 CETEBOr0 000PYIOBAHMUS WK IPOTPaMMHOT0 00eCTICIeHH);

- yCTaHOBKA IPOTrpaMMHOI0 OOeCIeYeHus], OCYMIECTBIIIONIEr0 IMepexBaT HHGOpMaIun
(nHGOPMAITMOHHBIX TAKETOB), a[PECOBAHHON IPYTHM II0JIE30BATEILIM;

- NEHCTBYS, HaMpaBlICHHBIE Ha IIOXy4YeHHE HECAaHKIMOHMPOBAHHOIO JOCTyIa K
HHGOPMAIIMOHHBIM PeCypcam, B IOCIESIYIOIMEM HCIIOIb30BaHHH TaKOTo IOCTYIIa;

YHHYTOXXEHHE, MOAU(PHUKAIASI MPOrpaMMHOI0 00OECIeUeHHsT WM JaHHBIX 0e3 coriacoBaHHs C
PYKOBOAMTEIEM WM BIIa/IeTbIIaMU 3TOT0 pPecypca;

- HOIBITKA TOA0O0pa mapoiiel K To0smM HH(DOPMAIMOHHEIM pecypcaM MeTomoM Iepedopa
BCEX BO3MOXKHBIX BapHUaHTOB MapoJiel, OO0 aTak Mo CI0Bapio;

- YMEIIICHHBIE JEHCTBHSA IO CO3[JaHHIO, HCIONB30BAHUIO K PacIpOCTPAHEHHIO
BPEIOHOCHBIX ITPOrpaMM, B TOM YHCJIE HAIlpaBlIEHHBIX Ha IOJydEHUE HECAaHKIIMOHUPOBAHHOTO OCTYIIA
K JIFOOBIM HHGOPMAIMOHHBIM | CIry)eOHBIM pecypcam (kak BHyTpr MBJIOVY «LIPP — nmetckmii cam Ne
31 «Kpemnbimy, Tak u BHe), THOO HA HAPYIIEHHE IIETIOCTHOCTH B PA00TOCIIOCOOHOCTH 3TUX CHCTEM;

= JNEHCTBHUS IO CKAHMPOBAHUIO JIOKAIILHOW CETH C IENBI0 OIpEACICHHs €€ BHYTPEHHEU
CTPYKTYPBI, CHHCKOB OTKPBITHIX ITOPTOB, HAIMYHUS CYIECTBYIOIIIX CEPBUCOB U YSI3BUMOCTEH.

3.14.9. CaMOBOJIBHO H3MEHSATh IapaMeTphl CPEACTB 3alUThl HHpOpManuy (B TOM YHUCIE H
CPEeICTB aHTHUBHPYCHOH 3aIWTHI), a TaKXke 3aBepIaTh WX paboTy W (WIH) CaMOCTOSTENBHO HX
yCTaHABIMBATE.

CaMocTosTeTIFHO pa3pabaTsiBaTh WK WCIOJB30BaTh HEpErIaMeHTHpOBaHHEIE (6e3 pa3perneHus
PYKOBOMHTEJSI, HE OTHOCAIIMECS K IPOU3BOACTBEHHOMY IIPOIECCY) IpOrpaMMbl (HallpUMeEp: MIPEL
IM-kuenTsI, Takue kKak Google Messenger, ICQ u 1.11.; P2P-ximentsr: Kazaa, eMule u T.11.).

3.14.10. Paspemath IOCTOPOHHHAM JIMIIaM paboTaTh IIOA CBOEH YYETHOH 3alMCBIO0 B
NCIIs.

3.14.11. [TepecruiaTe mepcoHaANBHBIE TaHHBIE ITO KaHAJIaM CBA3HM B OTKPBITOM BHJIE, B TOM
gucine MurepHer, mo Tenedony, (akcy, 3JIeKTpoHHON moure U T.N. (0€3 MCIOIB30BaHMS CPEICTB
¢ pOBaHUS).

3.14.12. ITomyyats mJOCTYmm K TIEPCOHATHHBIM JaHHBIM C pabodWx MeCT, He
000pyIOBaHHBEIMH HEOOXOAMMBIMHI CPEICTBAME 3aIMUTH HHPOPMAIIHH.

3.14.13. CaMOBOJIBHO CO3[@aBaTh COBMECTHO MCIIOJIb3YEMBIE CETEBBIE PECypChHl (IallKu

06].[161"0 I[OCT}’TIa) Ha CBOMX KOMIIBIOTEpAX H (bafmom;]x CEpBEpax, HECAHKITMOHUPOBAHHO YAAJAITh HIIHA
HU3MCHATH ITpaBa AOCTyIla K HAM.

3.14.14. B caygae Bo3HHKHOBEHHsS JFOOBIX MEXaHWYECKHX HEHCIPaBHOCTEH B
000pyIOBaHUH OCYIIECTBISATH CAMOCTOSATE/ILHBIE IIONBITKY UX YCTPAaHEHHS.

3.14.15. IIpenaTcTBOBaThH JODKHOCTHBIM JIMI[AM IIPH IIPOBEASHUH IIPOBEPOK U CIIyKEOHBIX
pacciieJoBaHu#, CBI3aHHBIX ¢ 0OecredeHreM 6e30I1acHOCTH HHPOpMAITHH.

3.14.16. Vaansate WM WCKaXaTh TPOTpaMMBI M (aliabl ¢ MEPCOHANBHBIME JAHHBIMH M
HHOM BaxHOM wuHpOpMamuel (HampuMep, CHCTEMHOM, HEOOXOmMMOW I (GYHKIHOHHPOBAHHS
UCIIRn).

3.14.17. VMBIIIJIEHHO HCIOJNB30BaTh HEIOKyMEHTHPOBAaHHBIE CBOMCTBA M ONIMOKH B

MporpaMMHOM OOECIeYeHHH WM B HACTPOMKax CpEICTB 3allUTEl, KOTOPEIE MOLYT IPHBECTH K
BO3HHKHOBEHHIO BHEINTAaTHOM curyaruu. OO OOHapy)XeHHH Takoro poia OIMMHOOK — CTaBHTh B
HU3BECTHOCTH PYKOBOJMTENS CBOETO IOAPA3NEIEHUS U COTPYIHHKOB, OTBETCTBEHHEIX 3a YCTAHOBKY H
(uM) COIpPOBOXIEHHE IMPOrpaMMHOro obecredenus: (AnMHUHACTpaTopa 6€30MaCHOCTH MEPCOHAIBHBIX



JaHHBIX B HHGMOPMAIMOHHBIX CHCTeMax IePCOHANBHBIX MNaHHBIX (Zanee - aJMHHHCTPATOp
6€30I1acHOCTH)).

3.14.18. [Momxmouars x JIBC MBJIOY «IIPP — nerckmii cax Ne 31 «Kpensmm» JHYHBIC
CpeJICTBa BEIUMCIUTENBHON TEXHUKH: HOYTOYKH, KapMaHHbIE KOMITBIOTEDbL, CMApT(OHEI H T.I1., 3 TAKKe
JIMYHBIE HOCHTENM ¥ HAKOMMTENH MHpopManuu. B ciydae HE0OOXOAMMOCTH IepeHoca HMHpOpMALun C
JIMYHBIX HOCHTeNel HH(GOPMAIHH 06PAmaThCs K OTBETCTBEHHBIM.

4. IlapoabHasi HOJUTHKA

4.1. OO6mue TpeGoBaHHA K IAPOJIAM:

— MunuMansHOe TpeboBanue: OykBeHHO-IU(POBOH mapoib. XKenaTenbHO HCIIOIb30BaTh
GYKBEL B BEpXHEM MM HIDKHEM PETHCTpaX, UdPHI WK CIENHaIbHbIe CUMBOIIEI (HanpumMep: ~ | @ # §
% r&*() _-+=|\?/.,:;°1[{}<>.mTI).

- MuHUMATBHAS JUIMHA IApOoJIs: He MeHee 6 (IIeCTH) CHMBOJIOB.

- MakcuMalbHbIH Cpok AeiicTBHs mapoirt: 90 cyTok.

- 3amper KCIIOB30BaHUS TPEX PaHee UCIIOIb30BABIINXCS IAPOJIEH.

- ITapons ITonp3oBaTenst He JOIDKEH BKIIOYATh B CE0s JIErKO BEIYKMCIISEMBIE COYCTAHUS
CHMBOIIOB, OOIIENPHHATHIE COKPAIIeHWSI, MMEHa, (aMUIMM, JODKHOCTH, TOJ POXICHHS, HOMeEp
IacIopTa, TabeNbHEI HoMep, HHyIO HHbopManuio o ITons3oBarene, JOCTYIHYIO JPYTHAM JIAIAM.

- 3ampernaeTcs: HCIONb30BaTh B Ka4eCTBE IapoJIsi OJUH M TOT JKe IOBTOPSFOMIUMCS CUMBOI
7100 MTOBTOPSIONIYIOCS KOMOUHAITHIO U3 HECKOJIBKMX CHMBOJIOB.

5 3ampemaercs: KCIOIB30BaTh B KaUueCTBE apoiisi KOMOMHAIMIO CHMBOJIOB, HAOMPaeMBIX B
3aKOHOMEPHOM IIOPSZIKE Ha KiaBuarype (Hanpumep: 1234567, qwerty u T.IL).

4.2, IlpaBmnia HCHO/Ib30BaHMSA MAPOJIEi:

- XpaHuTh B TaifHe CBOM IIapoJb, HE COOOMIATE €r0 APYTUM JIULIAM.

- He mpemocrapnsrs moctyn B WCIT/IH npyruM nMIiaMm IOJ CBOEH yYETHOW 3aIMChIO U
apoJieM.

- V3MeHATH CBOM IApoNb MpH IIEPBOM TPeOOBAaHWU IIONMTHKU IIapojied OIepaluOHHON
cuctemsl u/umu UCITH.

- Bo BpeMsi BBOjIa mapoiieii HEOOXOAUMO HCKIIOYHTH BO3MOXHOCTh €T0 IMOJCMaTpUBaHUA
IIOCTOPOHHUMH JIHIIAMH MM TEXHAIECKAME CPEICTBAMH (BHIEOKaMepSI 1 JIp.).

- 3ampemniaeTcs 3amUCHIBATh CBOM IIApONH B OYEBHIHBIX MECTaX, BHYTPEHHOCTH SINUKA
cTouna, Ha MouuTOpe APM, Ha 00paTHOM CTOpOHE KJIaBHATYPHI M T.JI.

— 3ampemiaercs XpaHUTh [IAPOJIH B 3aIlMCAHHOM BHIE HA OTJENBHEIX JTUCTaX OyMaru.

43. Cwmena, ynajeHde Ju4Horo mapois mioboro Ilosn3oBareisi NPOH3BOIUTCH B
CIeTyIOMUX CIy4asx:

- B ClIy4ae MMOJ03PEHHs Ha KOMIIPOMETALIUIO IapOJLs;

— IT0 OKOHYAHUH CpOKa JICHCTBHS,

- B CIIyuae IIpeKpalieHus II0JHOMOYHiA (YBOIBHEHHE, IEPeX0]] Ha JIPYTYI0 paboTy BHYTPH
Vupesxaennus) Ilomp3oBaTenst mocie OKOHYaHHS IOCIHETHEro ceaHca paboThl B MH(OPMAlOHHBIX
CHCTeMaXx NepCOHANBHBIX JaHHBIX;

- II0 YKa3aHUIO OTBETCTBEHHOTO 32 OPTaHU3aIMI0 00pabOTKM MEPCOHATBHBIX JaHHBIX.

4.4. Tlpu yBOIBHEHWH, IEpexojie¢ Ha HOBYIO HOJDKHOCTH COTPYOHHMKA, MMEIOIIEro IJOCTYII
IOMHMO CBOEM y4YETHOM 3amicH K OPYyTHM pecypcaM (MEKCETEBBIE OSKPaHbl, MapIIpyTH3aTODEL,
cepBepEl, PyTHe yYeTHBIE 3alKCH H T.II.) TAKKe IPOU3BOJUTCA BHEIUIAHOBAs CMEHA Iapoiiel K TaKuM
pecypcam.

5. IlpuMeHeHHe JHYHBLIX HWIeHTHHHKATOPOB B HHGOPMANMOHHOM CHCTeMe NMePCOHATbHBIX
JaHHbIX

[IpuBssky wuaeHTH(HUKAaTOopa K IOJB30BaTEN0 (YYETHOH 3amKCH) BHINOJHSET aJMUHUCTPATOP
6€30I1aCHOCTH.
5.1.  Tlomp3oBaremu MICIIJIH moiy4aroT cBOM HAEHTH(GUKATOD Y aAMHHICTpaTOpa 6€30MacHOCTH.



5.2. Tloms3osatens VICIT/IH 06s3aH XpaHWTh CBOM JIMYHBIA HICHTHQUKATOP B HEJOCTYIHBIX A
IPYTHX COTPYAHHKOB XPaHHUIIHAIIAX.

5.3. Iloms3osaremo VICII]Ix 3anpemaeTcs epeAaBarh CBOM JIMIHBIN HACHTHQHKATOP.

54. B cioyuae yTepu jmunHOro waenru¢uxaropa, mompsosarens VICIIJIH HODKEH HEMETICHHO
JOJOXKHUTH 06 5TOM aJMHHUCTpaTOpy 6e30macHOCTH HH(OpMaIuy.

5.5. B ciyuae mpexpameHHsi TIOJHOMOYMM ydeTHOH 3amucu mombsosarens WCIIIa (YBOJIbHEHHE,
Iepexol Ha APYrylo paboTy, B APYrod OT/AEN WM [OMEIICHWE, a TaKkKe NPYrue 00CTOSATEHCTBA)
yueTHas 3aIMCh JOJDKHA OBITH yjalleHa, a eé HASHTH(hUKATOp MOIDKEH OBITH CaH aJIMHHHCTPATOpY
6e30IMacHOCTH MH(pOPMAIUK II0CIe OKOHYAHMS MOCIEIHET0 CeaHca paboThl JAHHOTO IOJB30BATENd B
NCIIOs.

56. B ciydae KOMOpOMETalMM WIM YTepPH JIMYHOTO HAEHTHU(HKATOpa IONB30BATEILd
aIMHHICTPAaTOPOM OE30IaCHOCTH JOJDKHEI OBITH HEMEJIEHHO IIPEANIPAHSATE MEPEI B COOTBETCTBUH C II.
5.7 macrosme#t MuacTpyKInu.

5.7. AnvuemcTpaTop 6€30macHOCTH HHGOPMAIMH JODKEH IIPOBECTH CIIy)KeOHOE paccieloBaHUe i
BOUICHEHHS TIPHYMH KOMIIDOMETAIMM WACHTH(HKaTopa ¢ MENBbIO BBIPAOOTKH HOBBIX MIIH
COBEPIIEHCTBOBAHMS MPUHATHIX TEXHUYECKUX M OPraHU3AIMOHHBIX MEP MO YCTPAHEHHIO TaKOH yTpo3bI
B GYZyIIeM, a Takke BBIICHEHHIO BEIMYMHBI yIIep6a, KOTOPEIH MOXeT OBITh HAHECEH COOCTBEHHHKY
HHGOPMAIMOHHBIX PECYPCOB.

6. AHTHBHpYCHAs 3aIIUTA

6.1. B cnydae OTCYICTBHS  INTATHBIX  (QYHKIMA  QHTHBHPYCHOW  IIPOrpaMMEI,
TIpefyCcMaTpHUBAIOMMX ABTOMATHYECKYIO IPOBepKy oaiinos, Ilonb3oBarens 00s3aH OCYIIECTBIATH
IIPOBEPKY (haiIoB IOIyIaEMBIX:

- IO 3JIEKTPOHHOM II0YTE;

- gepe3 ceTb VIHTepHET;

- Ha MarHWTHOM, OITHYECKOM JHCKe, (rem—HaKomuTeIe,

- HMHOM CHEMHOM HOCHTENe HHGOpMALIUY;

- IIOJTyYeHHbIE HHBIM CIIOCOOOM.

6.2. TIlepem OTKpBITHEM BIOXEHHS (CCBUIOK) yOEmUTBCS B TOM, YTO OTHPABHTEND
IEHCTBUTEBHO IIOCHAT BaM 3TOT (aill, maxe eciy OH B JODKeH OBl 3T0 caenars. [losBoHuTe eMy
camu. He moBepstiiTe MMEHH OTIPABUTENS M yKa3aHHBEIM B TEKCTE MMCEMA HOMEpaM TeNe(OHOB, a Takke
JIAIAM, TIO3BOHUBIIIMM BaM CaMOCTOSTENHHO C IPOCHOO0# OTKPHITE (aiiIbl M IPOATH II0 CCHUIKaM.

6.3. Tloab30BaTeN IO 3aNIPEINAETCH:

6.3.1. OcyIecTBIATH AeHCTBHS, HAPaBICHHbIE HA BRIKIIOYCHHE aHTHBHPYCHON IPOTPaMMEL

6.3.2. CaMOCTOSTENIbHO ycTaHaBIMBaTh Ha APM mporpaMMHoe obecliedeHue.

6.3.3. 3amyckaTh (aifiIbl, IIONydeHHBIE IO CETSAM CBs3U (IEKTpOHHOM moure, MHTepHET), CO
CHEMHBIX HOCHTEJNEH, Jake eCIIM OHM HONyYeHBI IIPOBEPEHHOrO ajipecaTa, 6e3 IMpeIBapUTEBHON HX
IIPOBEPKHU aHTHBUPYCHOMU IIPOrPaMMOA. '

6.3.4. TIpu BOSHHKHOBEHHH IIO[I03DEHHs HA HATMYHAE KOMIBIOTEPHOTO BHpyca (HOTHIHIHAT
paboTa mporpamMM, MOSIBICHHE IpadUIeCKHX U 3BYKOBBIX 9(Q()eKTOB, HCKaXCHHUH TaHHBIX, NPONafaHue
(haiinoB, gacToe MOSBIEHHE COOOIIEHHUH O CHCTEMHBIX ommOKax ¥ T.11.) [loib30BaTens CaMOCTOATENLHO
WM BMECTE C OTBETCTBEHHBIM (AIMHHHCTPaTopoM G€30IIaCHOCTH) JOIDKEH IIPOBECTH BHEOYEPENHON
AHTMBHUPYCHBI! KOHTPOJIb CBOET0 paboyero Mecra.

6.3.5. B ciydae oOHapy)XeHHs IPH IIPOBEJCHMH AHTHBHPYCHOM IIPOBEPKH BHPYCHOTO
sapaxkenns [lop30BaTen 00A3aHbL:

- IPHOCTaHOBHTH PaboTy;

— HEMeJUIEHHO TIOCTABHTh B M3BECTHOCTH O (akTe OOHApyKEHHS BHPYCHOTO 3apakCHHs
OTBETCTBEHHOMY (AIMHHHCTPATOPY 6€30II1aCHOCTH);

— COBMECTHO C BIAIENbIEM 3apaXeHHBIX BHUpycoM (aiiloB IMpOBECTH aHAIM3
HE0OXOMMMOCTH JAJIbHEHIIEro UX UCIOIb30BaHMUS,

- IPOBECTH JICUEHHUE UM YHHITOXKCHHE 3aPaXKEHHBIX (aiioB.



7. TIlopsmok pa6orsl B UCII/IH 1 ceTH MHTEpHET

7.1. Tlogkmouenue kK UCII/In u cetn MaTEpHET

7.2. llemsto pa6otsr ITomszosarens B VCIIJIH u cetn MHTepHeT sBIseTcs cO6op, oOpaboTka,
XpaHEeHHe IIepPCOHATBHEIX JAHHBIX, 0OMEH JIEKTPOHHBIME COOOIIEHUSMHE B CILyXEOHBIX LEILIX.

7.2.1. Joctyn x UCIITa u cetu UnTepHeT npepocrapiserca [lomp3oBarensM TOIBKO B TOM
clIydae, €CIIM 3TO HE MPOTHBOPEUHT TPeOOBaHMAM HacToAmeH MHCTpyKIUKM U MHBIMH HOPMATHBHBIMH
JOKyMEHTaMH B 00JIACTH 3aIIUTHI HHGOPMAIHH.

7.2.2. Hocryn monbs3osatens kK VCIT/IH o 06paGoTKH MEPCOHANBHBIX JAHHBIX IPOU3BOAUTC
TOJIBKO C pabOYMX MECT, Ha KOTOPHIX YCTAHOBJICHEI CPE/ICTBA 3aIMTEI HH(POPMAIHH.

7.2.3. OcHoBaHHMeM I HoaKmoueHus corpymuuka MBJIOY «IIPP — pmerckmit cam Ne 31
«Kpensimny k WCIIJIH u cetm VMHTepHET SBISETCS MOTHBHPOBAHHAS 3asiBKa OTBETCTBEHHOMY 32
OpraHM3aIMI0 00pabOTKH MEPCOHATBHEIX JAHHBIX OT HENOCPENCTBEHHOr0 pyKoBoaUTes 110/mb30BaTes
C yKa3aHueM ITOJTHOMOYHMH JOCTYyIa K TAKMM PECypcaM H CEPBHCAM.

7.2.4. OTBETCTBEHHBIH 3a OpraHU3aIuio 06pabOTKH MEPCOHANBHBIX JaHHBIX, JTM00 COTPYIHHK,
BHIMONHSIOMMA ero (ymkmum, oprammsyer momkmodenne k WCIIJla wm cetu HurepHer
IMonp3oBaTesnell B yCTAaHOBICHHOM IOPSAKE, OCYIIECTBIIET KOHTPOIL Haj HCIOJIb30BAaHUEM JaHHBIX
PECYPCOB U CEPBHCOB.

7.2.5. Tlocne BomonHeHWs 3agaEusd OTBETCTBEHHBIM 3a OpraHM3amuio  0OpaboTKH
[IEPCOHANBHBIX JaHHBIX COOOMIAET I0IE30BATENI0 BHITOTHEHHH 3asBKH.

7.2.6. OcHoBaHHeM I oTKoueHms mojb3oBarelisi or VICII/IH u cetn MHTEpHET SBISIOTCS
CIIEAYIOIINE COOBITHS:

- HapylIeHHe MHCTPYKIMH ¥ WHBIX JIOKAJIbHBIX HOPMATHBHEIX aKTOB B OOJACTH 3allUThHI
HHGOPMAIIHH;

- yBosbHeHue [lonp3oBarens, M0 IEPEBOJ] €T0 B IPYroe Mopasie/icHue.

7.3. Tlopsmok pa6otsl B ceTn naTepuer

7.3.1. Ucnonn3osanme corpyauukamu MBIIOY «IIPP — nerckmit cax Ne 31 «Kpemnsimn» cetr
HTEpHET JOIKHO OCYIIECTBISTHCSA HCKIFOUUTEIIBHO I BEIIONHEHHS JOJDKHOCTHBIX 00SI3aHHOCTEH.

7.3.2. Wadopmamus, obpasopanHas (oOpasyromascs) B IpOIEcCe TPYHOBOH AESTEIBHOCTH
pabotanka MBJIOY «LIPP — merckuii cax Ne 31 «Kpemsim» sBiseTcss COOCTBEHHOCTBIO Y UpeKAeH s
U He IOIEKHUT UCIIOIB30BAHMIO (B TOM YHCIIE MCIIOIH30BaHUIO B CETH MIHTEpHET WK C IIOMOIIBIO CETH
HTepHET) B IMYHBIX IeNAX | (AIH) B KOPHICTHBIX HHTEpecax JPyrux ULl (OpraHu3aryii).

7.3.3. Tlpu mOpoBeleHHH TEXHHYECKHX pabOT, CBS3aHHBIX C HACTPOHKOW 00OpyHOBaHHUS
(KOMMYHHKAIIHOHHOE 00OpYyIOBAaHUE, IPOKCH-CEpBEpa, MAapImpyTH3aTOphl ¥ T.L.); B CIydae
0GHapyXeHHs MONBITOK HECAHKIMOHMPOBAHHOTO HocTyna K Mateprer-mumosy, APM Ilonesoatenei
MOJKET IIPOBOJHUTECS BpeMeHHOe OTKimodeHue Ilomp3oBaTeneli oT cepBucoB ceTd MHTEpHET (B CIydae
IJTAHOBOTO OTKIIFOYeHHs I101630BaTeNH YBEAOMISIIOTCS 00 5TOM 3a071ar0BPEMEHHO).

7.3.4. Bes mrdopManus o pecypcax, mocemaeMsix corpyaaukamu MBJIOY «LIPP — perckuit
cax Ne 31 «Kpensmm», IPOTOKOMHpYETCS M, OPH HEOOXOMMMOCTH, MOXET OBITH IPENOCTaBIICHA
PYKOBOJUTENSAM MOAPA3IACICHHH, a TakkKe PyKOBOACTBY Y4PpeXJAeHHsl LI JETaIbHOTO H3Y4CHUS A
IPUHSTHS PEIISHUS O MEPaxX AUCIMINIMHAPHONW OTBETCTBEHHOCTH.

7.3.5. IIpu pabote B cetu iHTepHET Il0NMB30BaTENSIM 3aIIPEIACTCS:

- YMBIOLIEHHOE pAcIpOCTpaHeHWe ¥ IIONydeHWe MaTepuaioB B/u3 cern MHTepHer,
IpOTHBOpEYAIMX 3aKOHO#ATeNnbcTBy Poccuiickodi @expepanuu, B TOM YHCIE€ MaTCpHANOB,
NpONAraHMpYIOIUX HACHINE WM OKCTPEMH3M; DPa3KUTalOMHUX PpacoBYIO, HAIMOHAIBHYIO HIIH
PEIIMTHO3HYI0 BPaXy; DasbiCHSIONMX IOPSNOK H3TOTOBIEHWS W/HIM IPHMCHEHHS HAPKOTHKOB,
B3PHIBUATHIX BEMIECTB, OPYXKUS U T. II.; MATEPHAIOB IOPHOrpapuIecKoro Xapakrepa; KOMIBIOTCPHEIX
BHPYCOB U IPYTHX BPEIOHOCHBIX IIPOrpamM;

- mepegaBath B ceTh MHTepHeT HHGOpPMamuio, K KOTOPOX B COOTBETICTBHH C
3aKOHOZATENBCTBOM OIpAaHHYeH JIOCTYN (NEpCOHAIBHBIE NaHHBIE, COyxebHas wuHbopMmanmst) 6e3
COOTBETCTBYIOIIETO Pa3pEIICHHUS,

- danscudmmposars [P-anpec, MAC-aznpec, uHBIE ajpeca, HCIOIB3YEMBIE B CETCBBIX
IIPOTOKOJIAX, 4 TAK)Ke MPOUyro HHQOPMAIIHIO IIPH IIepesiade NaHHbIX Yepes ceTh MHTepHeT. '

- IIPEOCTABIATH JOCTYH B ceTh VHTepHET CO cBOeii pabodeli CTaHIMHE KOMY-IH00, B TOM
ypcIe NPOrpaMMHO-TEXHWYECKHMH CII0COOaMH depe3 JIOKaTbHYIO BBIYHCIHUTEIBHYIO CETh MBJIOY



«IPP — merckmit cag Ne 31 «Kpememm» (HampuMep: IyTeM HECAHKIHOHUPOBAHHON YCTAHOBKH
JNoKanbHOro MIHTepHET-IITI03a Ha pabodee MECTO);

- HONydYaTh JOCTYH K ceTd VHTEpHET IIOOBIMH Croco0amu, He IPeIyCMOTPEHHBIMH
HeliCTBYIOIUMY JOKambHbIMA HokymeHnTamu (VHCTpykimsamu, Ilpasunamu, PermamenTamu MBJIOY
«IIPP — nerckuii cax Ne 31 «Kpensim»);

- OCYIIECTBIIATH HECAHKIMOHMPOBAHHEBIA JOCTYII K pecypcaM U cepBucaM cetd MIHTepHeT.

- BLIONHATH medictBus (B3noM, DoS (otka3 B obcmyxuBanum), ARP-spoofing araxw,
CKaHUPOBAHME JIOKATBHON BEMACIMTENBHOM CETH) HAlpaBIeHHEIE Ha HapyeHue GpyHKIMOHHPOBAHMUS
3IeMeHTOB ceTH VIHTepHET ~ (KOMMYHHKAIMOHHOTO OOOpYHOBaHHS, CEPBEPOB, DPabOYMX CTAHIMH,
IIPOrPaMMHOTO 00ECIICUCHNS).

7.4. Tlpasmiaa pa6orsi Ilob3oBaTelIel ¢ 31eKTPOHHOM MOYTOl:

7.4.1. Tlonp3oBaTend OOS3aHBI MCIIOIB30BATH DIEKTPOHHYIO IIOYTY TOJBKO JUIS BBITOJHECHHUIL
CITy»)eOHBIX 0053aHHOCTEH.

7.4.2. 3ampemaercs OTIPaBIATH (Gailiibl, coAepXKallde NepCOHAIbHbIC IaHHBIC B OTKPHITOM
Bujie (He 3amu(poBaHHEIE).

7.4.3. 3ampemaerca MaccoBas pacChUIKA IOYTOBBIX coobmenumit (Gomee 100) BHEemHMM
afpecaraM 0€3 COIIACOBaHUS C PyKOBOJICTBOM (CIlama).

7.4.4. 3ampermaercs HCIONB30BATH HE CBOM OOpaTHEIA ajipec IIPH OTIPABKE 3JICKTPOHHOH
TOYTEL.

7.4.5. 3ampemaercs OTIPABISTH IO SJIEKTPOHHOM MOYTE HCIOMHAEMbIE (Baiiibl (0OBYHO HMEIOT
pacIIEpeHHs exe, com, bat, js, vbs u T.L.). B ciydae HeoGXOIMMOCTH OTHPAaBKM Takux (aifnos,
IIOMEINATh UX B apXHUB U YCTAaHOBUTH N1apOJIb.

7.4.6. Tlpucoemuusembie (aiiinsl PEKOMEHAYeTCs YNAKOBBIBATE B apXWB IPH IIOMOLIA
IPOTpaMM-apXHBATOPOB.

7.4.7. KopmopaTuBHbIE peKOMEH/IAIWH HCII0Ib30BaHMS SIEKTPOHHOM IOYTHI:

- BBI JOIDKHEI OKA3BIBATh TO JKE YBAKEHHE, YTO U IIPU YCTHOM OOIIEHHH.

- BBl JOIDKHBEI NIPOBEPATH NPABOIMCAHUE, IPAMMAaTHKY M OBAXIBI IMEPEIUTHIBATH CBOE
coo0ImeHue nepest OTIPABICHUEM.

- BbI He JOJDKHBI y9acTBOBAaTh B PACCHUIKE MOCIAHHUM, IIEPECEUIAEMBIX 110 IIETOUKe (Yarme
BCETO 5TO IIHCHMa PEMTHO3HO-MUCTHYECKOTO, Pa3BIEKATEIHHOIO CONEPKAHM).

- BBl He JODKHBI II0 COOCTBEHHOM WHHUIMATHBE NEpECHUIATh IO MPOU3BOJBHEIM anpecam
He3aTpe0OBaHHYIO HH(OPMAIIHIO.

- Bel He [OMKHEI pAacchUIaTh COOOINEHMS, KOTOPHIE SBJISIOTCS — 3JIOBPESTHBIMHU,
Pa3IpaKAIOIMMHE FIIH COAEPKAIUMHE YTPO3EI APYTUM [IOTB30BATEILIM.

- BEI He JJOIDKHBI OTIIPABJIATh HUKAKUX COOOINEHHM IPOTHBO3aKOHHOTO WM HEITHYHOIO
COIEpIKaHHUS.

- BEI TO/DKHEI TIOMHHTb, 9TO SIEKTPOHHOE MOCIAHKE SBIIETCS SKBHBAICHTOM IIOYTOBOM
OTKpHITKE H He JOIDKHO MCTIONB30BaThCS AN IIEPECEUIKM NEPCOHANBHBIX JAHHBIX 0€3 MCIOIb30BaHMS
cpezcTB 3amumThI (IudpoBaHUe).

- BBI He JJOJDKHBI HCIIONIB30BATh IIMPOKOBENTATENbHEIE BOZMOKHOCTH JJIEKTPOHHOM TOYTHI
33 HCKIIIOYEHHEM BEHIITYCKa YMECTHBIX OOBABICHUIH.

- Bel He MO/DKHBI WCIIONB30BaTh KOPHOPATHBHYIO 3JIEKTPOHHYIO IIOYTY JJiS MOCIaHWH
JIMYHOTO XapaKTepa.

- BBl JOKHBI HEYKOCHHUTEIHHO COONIONATh MpaBHila ¥ HMHCTPYKIWH M IIOMOraTh
aJIMMHHCTPATOpaM OOPOTHCS ¢ HAPYIIUTEIAMHY IPABHIL.

8. ITopsgox paGoTsi cO CheMHBIMH HOCHTEIAMH HH(pOpMaHu

8.1. TIlox ucmosnp3oBanmeM Hocutenel uadopmanun B UICIITn MBJIOY «LIPP — metckwuii can
Ne 31 «Kpensimy» ImoHEMaeTcss MX mojkirodenue k mHppactpykrype VCIIJIH ¢ mensro 00paboTkH,
TpreMa/mepenaun HHGOPMAIIH Mex /Ty HHQOPMAIMOHHEIMY CHCTEMAMH X HOCHTEISIMU HHGOPMAITHH.

8.2. JlomyckaeTcs HCIONb30BAHWE TOJBKO YYTCHHBIX HOCHTENEH HHGOpMAIHH, KOTOPBIE
spisores  coberBerHOCTEI0 MBJIOY «LIPP — merckmit cam Ne 31 «Kpembim» # [OABEPraroTCA
PETYIIIPHOM PEBU3UU U KOHTPOIIIO.



8.3. VYwuer m BBIauy CheMHBIX HOCHTENIEH HHGOPMAIMH OCYIIECTBIACT JIUII0, OTBETCTBEHHOES
3a OpraHU3auio 00pabOTKH IIEPCOHANBHBIX JAHHBIX. DaKT BBIAYH HOCHTEIS (uKCHpYeTCs B XKypHAIIe
ydeTa MalMHHBIX HOCHTeNeH nahopMaIi.

8.4. Ecmu mocryn k MCIIJIH npoM3BOAMTCA IPH MOMOIIY IIEPCOHANBHBIX UICHTA(GHUKATOPOB
(eToken, Rutoken, ap.), To akT HONy4eHHS H CIa9M JAHHBIX HAEHTHQHKATOPOB 00s13aTENIBHO
(uKcHpyeTcss OTBETCTBEHHBIM 3a OpraHm3anuio  oOpaloTKM — IEPCOHANBHBIX  JAHHBIX, B
COOTBETCTBYIOIIHUX JXypHaIax.

8.5. Bo03MOXXHOCTH HMOIKIIOUEHMs HOCHTENEH MHPOpPMAlMH, a TAKXKe MONydCHHE yYTCHHBIX
HocuTelel HMHGMOPMAIMH TIPENOCTABIMIOTCS 1loib30oBaTelsiM II0 HHHIMATABE PYKOBOAUTENCH
CTPYKTYPHEIX IOAPA3ICICHU} B CIIydasx:

- HEOOXOJMMOCTH BBIIOJHEHHS BHOBb IPUHATHEIM pPAOOTHHKOM CBOMX JIOJDKHOCTHBIX
00s13aHHOCTEH;

- BO3HHKHOBeHH: Y [losb30BaTess ciryxeOHONH He0OX0IMMOCTH.

8.6. Ilpu mcmons3oBaHuH HOcUTeNeH HHGOpPManuy HEOOXOAUMO:

- HCIIONB30BAaTh HOCHTENM WMHGOPMAIWU WCKIIOYUTENIBHO Ui BEINOJIHEHHS CBOUX
cyxeOHBIX 00513aHHOCTEN;

- OepeXHO OTHOCHTCS K HOCHTEISIM IIEPCOHAIBHBIX JaHHBIX.

- obecrieunBaTh (PU3NYECKYI0 O€30IIaCHOCTH HOCHTeNeH MHpOpMaliy BCEMH pPa3yMHBIMH
crocotamu;

- W3BEIaTh OTBETCTBEHHOMY 3a OpraHM3aruio 0OpabOTKM IEPCOHANBHBIX MAHHBIX O
daxrax yrpars (kpaku) HocuTenei nHGopManum.

8.7.  Ilpm MCIOJB30BaHMH HOCHTENEH IEPCOHANBHBIX JaHHbIX 3alPEIICHO:

- HCIIONB30BaTh HOCHTEIH MEPCOHANBHBIX JAHHBIX B JIMYHBIX LEIIX;

- IepeNaBaTh HOCHTENHM [EPCOHATBHBIX IAHHBIX APYTHM JIHIaM (3a HCKIIOYCHHEM
aIMUHHICTPATOPOB);

- XPaHUTh CHEMHBIE HOCHTENHM C NEPCOHATBHBIME JaHHBIME Ha paboumx cronax, jubo
OCTaBJIATH UX 0€3 IPHUCMOTpa WiIH IepejaBaTh Ha XpaHEHHe APYTUM JIHIaM;

- BBIHOCHTbH CHhEMHBIE HOCHTENH C IIEPCOHATBHBIME JTaHHBIMH U3 CIyXEOHBIX MOMEIIECHHHA
JUist pabOTHI ¢ HUMH Ha JIOMY H T. 1.

8.8. JIio6oe B3amMopeiicTBre (00paboTKa, mprueM/mepenada HHGOPMAIK) HHAIIMAPOBAHHOE
T[lons30oBaTeieM MeXAy HHGOPMAIMOHHOW CHCTEMOM M HEYYTeHHBIMH (IMYHBIMM) HOCHTEILSIMU
uHGOPMAIlHK, PACCMATPUBAETCS KaK HECAaHKIHOHMPOBAHHOE (32 HCKIIIOYCHHEM CIIy9acB OrOBOPEHHBIX
¢ aJMEHHCTpaTopamMu 3apanee). OTBETCTBEHHBIN 32 OpraHKU3aIio 00pabOTKU NEPCOHANBHBIX JaHHBIX C
npuBIedeHHeM mHomormu (ecim HeoOxomumo) coTpynuukoB I'BY PecnyGmuxu Komu «IIbH» Ha
ocHoBanuy COIJIAIIEHHsI OCTABILET 32 COOOM IMpaBo GIOKMPOBATH MM OIPAHMYMBATEH MCIIOJIB30BaHHE
HocHTeNnel nHpOopManyn.

8.9. MWudopmamms o6 wucnonssoanuu Ilons3oBaTelsiME HocuTeneld wuH(OpManuu B
MH(BOPMAIHOHHEIX CHCTEMAaX IPOTOKOIHPYETCs M, IPH HEOOXOMMMOCTH, MOXKET OBITH IPENOCTaBlICHA
PYKOBOJUTESIM CTPYKTYPHBIX IOIpa3IeICHHM, 8 TAKKe PYKOBOJUTEIIO.

8.10. B cimyuae BEfBIeHMS ()AaKTOB  HECAHKIMOHHPOBAHHOTO W/MIIM  HELETCBOTO
WCIIONBG30BaHAM HOCHTENEH MH(GOpPMAlMd WHUIWApPYETcs CIOykeOHas IpOBEpKa, MPOBOAWMAL
KOMHCCHEH, COCTaB KOTOpOH OIpeeNsercs OTBEICTBEHHBIM 32 OpraHH3aluio  00paboTKu
HEePCOHANBHBIX NaHHBX. [10 (axTy BBIICHEHHBIX OOCTOSTENBCTB COCTAaBIIETCS aKT pPaccielIOBaHHMS
HHIAAEHTA ¥ IIEPEJacTCs PYKOBOJUTENIO CTPYKTYPHOTO MOAPA3IECHus IS IPUHSTHS MEp COTIIACHO
JNTOKaNbHEIM HopMaTuBHEM aktaM MBJIOY «IIPP — merckmit cag Ne 31 «Kpenbim» u AeHCTBYIOMEMY
3aK0HOJaTeIbCTBY PD.

8.11. Ilpm oTmpaBKe WX Iepenade MepPCOHANBHBIX JaHHBIX aapecaraM Ha ChEMHBIC HOCHTEIH
3aIMCHIBAIOTCS TOJIBKO TpeIHA3HAUYCHHBIE aipecaTaM JaHHEIC.

8.12. BEIHOC CHEMHBIX HOCHTENEH IEPCOHANBHBIX JAHHBIX JUIS HEMOCPEACTBEHHOHN Iepenadn
azpecaTy OCYINECTBISETCS TONBKO C IHCBMEHHOIO pa3pelieHus PyKOBOIMTENA CTPYKTYPHOTO
OJpa3aeIeHuUs. »

8.13. CheMHBIE HOCHTEIM IIEPCOHANBHBIX MJAHHBIX, NIPHUINEAIINEC B HETOAHOCTh, WIH
OTCIIy)KHBIINE YCTAHOBIEHHBINA CPOK, OUIEKAT YHUITOKEHHIO. Y HUYTOXKEHHAE CheMHbIX HOCHTEICH C
IepCOHANLHEIMA  JaHHBIMH  OCYIIECTBIIIETCS  KOMHCCHEH, C€OCTaB  KOTOPOH  OHpeseyieTcs
OTBETCTBEHHBIM 33 OpraHM3aluio 00paboTKy NEepCOHANBHBIX JaHHBIX. [Io pesynabrataM yHHYTOXKEHHUS



HOCHTEJIeH COCTaBILIETCSA aKT.

8.14. B ciydae yBOJBHEHHS MM IlepeBo/ia pabOTHHKA B IPYrO€ CTPYKTYPHOE HOAPA3/ICNICHHC,
IIPeJIOCTABIEHHEE HOCHTEIM IEPCOHATBHBIX IAHHBIX H3BIMAIOTCS M JENAOTCA COOTBETCTBYIOIIMS
IIOMETKH B XypHaJle ydeTa MalllHHHBIX HOCUTEIEH.

9. IIpaBa moan3oBaTeist

9.1. MWcmoms3osars WCIIIa MBJIOY «IIPP — perckmit cam Ne 31 «Kpembmm» — s
BBIIIOJIHEHHS JOJDKHOCTHBIX 00S3aHHOCTEH.

9.2. OG6pamarhcs K OTBETCTBEHHOMY 3a OPraHH3aIWi0 O0OpabOTKH MEPCOHANBHBIX NAHHBIX
JUI KOHCYNbTAal|if IO TOBOIY MHCIONE30BAHMA IIPOTPAMMHOIO O0ECIEeYCHHS | APM, BompocaMm
00paboTKH NePCOHATBHAIX JaHHBIX.

9.3. HampapmaTh TpEIOKEHHs [0 YCTAHOBKE HOBBIX BEPCHH  CYIIECTBYIOIIETO
IIporpaMMHOro obecredeHns (¢ 000CHOBaHMEM HEOOXOMMMOCTH 3aMEHBI CTAPBIX BEpCHil Ha HOBEIE).

9.4. HanpaBuaTh TpPeMIOKEHHS IO MOJACPHU3AIMH  IIPOrPaMMHOTO obecneueHus,
paspa6areaemoro B MBJIOY «IIPP — nerckmit cax Ne 31 «Kpensim» Him 1o 3aKkasy MBJIOY «IIPP —
nerckuii cam Ne 31 «Kpensim».

9.5. HampaBmarh NpeJIOKEHHs IO YCTaHOBKE HOBOrO (a Takxke JIOIIOJIHUTEIEHOTO)
nporpaMMmHOro obecmedeHus (C  yKasaHWeM [EIM MCHOJNB30BAaHMA, IPCHMYINSCTB — IIEPE]l
CyIIECTBYIOIIAMH aHAIOTaMH).

9.6. Hampapnare mpemnoxeHns mo Mojeprmsamuun APM (3aMeHBI Ha HOBEIE aHaJIOTH), C
06s3aTeIbHBIM OOOCHOBAaHMEM 3aMEHBI M YKa3aHHEM IPEHMYINECTB IEpel CYIIECTBYIOIINMU
aHaJIOTaMH.

9.7.ITomydaTh  KOHCYJIBTAIMHA M  Pa3hACHEHMs  [O  HOPMATHBHEIM  JIOKYyMCHTaM,
perjaaMeHTUpYIOIUM paboTy ¢ NEepCOHANbHBIMU JaHHBIMH B MBJIOV «LIPP — merckmit cam Ne 31
«Kpensimy :
10. OTBeTCTBEHHOCTH

10.1. Tlomp3oBaTels HECeT MEPCOHAIBHYIO OTBETCTBEHHOCTh 3a CBOM JCHCTBUS HIH
Ge3melicTBHE, KOTOPEIE MOTYT IIOBJEYHh 3a COOOM pasrialeHre NEepPCOHABHBIX NAHHBIX, 8 TalOKe 3a
HapymeHue HopMmaisHoro ¢ysknuoruposanms MCII[H wiu #X OTAENBHBIX KOMIIOHCHTOB,
HEeCAHKIMOHUPOBAHHBIA JOCTYN K MHDOPMAIMA B COOTBETCTBHE C 3aKOHONATENBCTBOM PoccHiCKOH
denepanuy U TOKaIbHEIMEA HOpMaTHBHEIME akTaMu MBJIOY «LIPP — netckwuii can Ne 31 «Kpenpim».
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